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1. Data races allow time travel. public = x;
y = secret;

x = y;

r1 may contain input().
Time-sensitive analyses do not cover that.

2. Values appear out of thin air.

r1 = y;
x = r1;

r2 = null;
r3 = x;
if (b) r2 = new A();
else r3 = new A();
y = r3;

b = true;

initially: x = y = null; b = false;

r2 and r3 may alias,
but typical points-to analyses compute: They never alias.
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Unified model of Java and the JMM
First formal link between Java and the Java memory model

Proofs about the JMM
DRF guarantee:

Programs without data races behave as if executed under
interleaving semantics
Most program analyses assume interleaving semantics

⇒ Sound for DRF programs

Type safety:

Java’s type safety extends to the JMM, even if there are data races.
Crucial for CFG construction (no undefined behaviour)
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Data race:
In an interleaved (sequentially consistent) executions,
two accesses (at least one read) to the same non-volatile location
that are unrelated in ≤hb

Synchronisation via by spawning threads:

y = 1;
x.start();

try { x.start();
} catch (IllegalThreadStateException _) { r = y; }

initially: x = new Thread(); y = 0;

data race?
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